SIMPLY TEETH DENTAL CONTINUITY PLAN
	Documented plans and procedures to support business continuity in the event of power failures, system failures, natural disasters and other disruptions?



	Alternative Location To Practice. – We have 3 practices in different locations to enable our organisation to continue to carry out vital business processes in the event of a security failure or a disaster – natural, accidental or deliberate.


Business Continuity Plans
Risk assessment and disaster planning are requirements within the Dental Practice Management Competency framework. Many Dental Practices will require assistance from the PCT to put appropriate plans and procedures in place.
Business continuity planning enables a Dental Practice to:

· assess the risks of a security failure or disaster occurring 

· analyse the consequences to the running of the organisation if a security failure or disaster was to occur

· plan measures to reduce the likelihood of a security failure or disaster occurring

· plan measures to allow the organisation to continue to function if a security failure or disaster does occur

Risk assessment: Assessment of threats, impacts and vulnerabilities on organisational services and assets to enable measures to be taken to reduce the identified risks

Disaster: Accidental, natural or malicious events, which threaten or disrupt normal operations or services for sufficient time to have significant effects on the organisation's business
Threat: A potential cause of an unwanted incident, which may result in harm to a system or organisation
Confidentiality: Ensuring that information is accessible only to those authorised to have access
Integrity: Safeguarding the accuracy and completeness of data and information and processing methods
Availability: Ensuring that authorised users have access to information and associated assets when required.
1. Security Access and loss of information.
Patient Information shall be confined to the practice and staff. Everything possible should be assessed and policed to maintain this information is confidential. Security issues should be maintained and regularly assessed. In the event of any information loss or security breach the following procedure will be followed.

Green – If the information or access is relatively harmless we shall: 
G1.  

The first person on the scene should be careful not to disturb or touch anything that could hinder investigations and then call

a) police 999

b)The manager Anita Whitaker / Principle Sunny Sihra     

who will then contact the 


c) PCT 

d) Insurance companies and any other relative authorities.

We shall make do with work from the practice once safe to do so, Patients will be asked to wait or helped in making alternative arrangements.
Amber – If the information could possibly be damaging e.g. stolen files, computers  we shall:

A1.  As G1and contact patients if feasible and inform them of the loss.
Red – If the information loss is critical and work is unable to be carried out at the practice e.g. stolen computers and medical records for fraud or wrong purposes, Equipment damage, Police investigation requires or need to close door to public/staff. we shall:
R1. As A1 we shall then proceed to cancel all non urgent pt if closure is identified as short term e.g. 2/3 days, and make arrangements to work from alternative location. Phones will be diverted to a suitable reception and staff will be relocated as required. If the surgery needs to be closed longer as agreed with alternative surgeries, pt will be seen there. The impact of the threat should be assessed to determine priorities. Critical times (those affecting the potential to deliver adequate patient care) should be assessed to ensure system or process recovery occurs within agreed time limits.
2. Fire, Flood, Environment Plan. 
Natural or elemental hazards should be risk assessed regularly with the help of appropriate bodies e.g. Fire officers. Everything possible should be assessed and policed to prevent risks from these.   In the event of a hazard occurring the following procedure will be followed.

Green – If the Hazards are relatively harmless we shall: 

G1.  

The first person on the scene should be careful not to disturb or touch anything that could hinder investigations or endanger themselves or anyone else and then after dealing with the hazard inline with local rules inform 

a) The manager Anita Whitaker / Principle Sunny Sihra     
who will then contact the 


b) fire/water company etc.

 
c) Insurance companies and any other relative authorities.

We shall make do with work from the practice once safe to do so, Patients will be asked to wait or helped in making alternative arrangements.

Amber – If the Hazard is quite detrimental to allow work   we shall:

A1.  As G1 and Cancel patients or make alternative arrangement till the hazard has been removed and it is safe to continue working.

Red – If the Hazard loss is critical and work is unable to be carried out at the practice e.g. Fire, Flood, Pandemics, Security alerts, police/fire/Health and safety  requires or need to close door to public/staff. we shall:

R1. As A1 we shall then proceed to cancel all non urgent pt if closure is identified as short term e.g. 2/3 days, and make arrangements to work from alternative location. Phones will be diverted to a suitable reception and staff will be relocated as required. If the surgery needs to be closed longer as agreed with alternative surgeries, pt will be seen there. The impact of the threat should be assessed to determine priorities. Critical times (those affecting the potential to deliver adequate patient care) should be assessed to ensure system or process recovery occurs within agreed time limits.
